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YHntER (adversarial example)

- SIEREANEIN—MAE58Y (RRTTERBIRY) e, BeeSEu=s
Fulll tH$8 [Szegedy ICLR2014],[Goodfellow ICLR2015],

+.007 x

. “ x +
= sign(VeJ (0,2, y)) esign (V.. J (0,2, 1))
“panda” “nematode” “gibbon”
57.7% confidence 8.2% confidence 99.3 % confidence

Fast gradient sign method (FGSM): 11 = esign (V. J(0,x,y))
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Algorithm 1 Computation of universal perturbations.

o

A A

9:
10:
11:

input: Data points X, classifier I}, desired ¢, norm of
the perturbation &, desired accuracy on perturbed sam-
ples 4.
output: Universal perturbation vector v.
Initialize v < 0.
while Err(X,) <1 — d do
for each datapoint z; € X do
if k(z; + v) = k(z;) then
Compute the minimal perturbation that
sends z; + v to the decision boundary:

Av; + arg min ||r||2 s.t. I:(:r‘ +v+7T)F fﬁ(n)

Update the perturbation:
v Ppe(v+ Avy).
end if
end for
end while

AU AE R ARSI 05
Universal adversarial perturbations
[Moosavi CVPR2017]
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=

S5
- GG - S

YI— MANEIIERY g, EEISEREAS
HRIIRIHAER, gre(x):xe X - x'
Loss function:
&I‘g;ﬂil’l > BLx(gre(xi), i) + Ly(f(gr.e(xi)), f(x:))
x;,eX

Adversarial Transformation Networks (AFN)
[Baluja AAAI2018]
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- BUMEIAAERRTFHELMNEZE T — NI SEIRERIASR (decision boundary),
BN NEEHENENEESFESE TIREN R,

T =~ T
Learnt w T =1

boundary

1 P
j—rr ()
Adversarial o - T’f?-

N\

Normal “x NPT = . -
O\ . Groundmun WARE  RHE RRRE
< poundary FuNlZEER
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PR FEIRTMEFES

(b) Clean image (c) Adv. image, e = 4
Printed adversarial samples Adversarial stickers to AdvHat to fool
to fool image classifier fool object detection face ID system

[Kurakin 2017] [Evtimov 2017] [KomKov 2017]
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Btk BRI S

"it was the
Answer: ). o vesontimes.
Q. Where iS R A w::lr::?lmfes" F.GS,M [vu'iot_"o""o s
' = - . - PR T W Unway " o m M
the plane? [FEESESSa—==—s + A
N - nim [ ) (]
Benign image Wm x 0.001 é
Fooling VQA . = / 7
Target: Sky T m—— mm””“, '.'Enﬁ%:;f; T -
i 3 acknowledged riginal Frames wi
that a single” Advgersan'al Perturbation No. of steps
Adversarial example e -~
Fooling video Q&A Fooling speech-to-text Fooling RL agent

[Fukui 2016] [Carlini 2018] [Kos 2017]
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Layer copied from Teacher
I Layer newly added for classification [ Layer trained by Student

= [ : ' =]
Teacher g- — bl - | - — %‘
£ L , n o
- P 1 5
Student . N coemp| b =
Initialization | £ | —
S ! o
= [ ' 5
Student O — (e - ccomp| gl gl g S
After Training| = | S
Y R J
g e
Tk Sn-K

I#FS] (transfer learning)

?&Bﬁﬁﬁﬁﬁ*ﬁﬁﬁﬂg—ﬁﬁﬂ‘ Z
Ei‘_& ] &8 (teacher model) EI’J

KEBDE24, _JL,U@%E DRIZHE R R |12
A R R RO,

Toe - TSRS EN

[ Layer copied from Teacher [ Layer trained by Student
Student Model

—_—

e B "J\ A"__ [ i |.D..[H]-D°9

Source Perturbations

Mimic
- o .. N
Image - — Hudden -layer
Representatlon

Target
Image

= - {* {{J'D—U-

Figure 2: Illustration of our attack. Given images of a cat
and a dog, attacker computes perturbations that mimic
the internal representation of the dog image at layer K. If
the calculations are perfect, the adversarial sample will
be classified as dog, regardless of unknown layers in
SN-k-

FXIIERE = SRV [Wang Security2078]
, R EIERBRIRS U

W& A LATRIEteacherfRBY
A, {[FZ1EstudentiEsy J:mﬁlﬂzﬁ_.t)&%
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Image from Dawn Song'’s talk https://gconsf.com/sf2017/system/files/presentation-slides/dawn-gcon-nov-20172.pdf
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e - TSRS ST

XJHn B

I CEAN [
- EYIERBTIAAISTUES [Goodfellow ICLR2015]
- I ZX BB
- Tl FAR MR A9 )| 24— N BER I I S I M4E [Papernot S&P2016]
- XREBEHITIRIS
- BENGHEEREEINEE, R LHEERTES, IKHEIE [Athalye ICML2018]
- SRR
- FIFER SRR F TN 2B R E [Metzen ICLR2017]
- TR N\ X 25 SR AU S Nm ¥ W -
- XEINFHITREYE T, IETUNERTRIZIFREE [Guo ICLR2018]
- XgPREY I NI THZ AR
- FERALIRIE (SMT solver) , BIANTE—EZEEIRRHMHIETE [Katz CAV2017]
BHed B =EBhiERE X!
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LIZZIRBIESIBR D (distillation as defense)

[Papernot S&P2016]

——Adversarial Samples Success Rate (MNIST) Adversarial Samples Baseline Rate (MNIST)
V- T T e Adversarial Samples Success Rate (CIFAR10)  Adversarial Samples Baseline Rate (CIFAR10)
: ? f = | 100
| 0os Probability Vector Predictions F(X) | Probability Vector Predictions +(X) I
I o0z | 90 —=
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w
[=]

20
____________ Initial Network ___________| o _______DistiledNetwork ________! ”
) Bﬂfp(ZI/T) ° 1 L 100
SOftmaX Wlth temperatu re T qg, — Distillation Temperature
> exp(z/T)

FRIE /X £& 8% BAE 9l abel B3 || B— N ETH RN 2R, Zif’f%ﬂ’\]temperat\u =
(BREZRLZFHSoftmaxEfItemperature 234, XTHUBG IR R kT
PR INRRE : ZRIBHEEMEHSoftmaxERUEINELEIR (EttAEiEH

RYRSRIIIZEXBIEKR) |, ERIEIRERTHIEREE/.
GBI LR SRR IB R L] [Carlini CVPR2017],




[our work]
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I B KAYneuronEES (slice)
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Adversarial example (predicted as dog)
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i.e. difference between the activation value and the average
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e BRIIE (formal verification)
- ZEMHEN: JinputfE—SEERAY, outputimEF 4R,

- WA B EUERRR B e

+ SMT solver [Reluplex CAV2017], relaxation [Kolter ICML2018], interval analysis [Wang Security2018]

Distance Intruder x=(4,6 y=[1,5)
from approaching P » ‘\\. !/' \\‘\
intruder angle L X
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Steering angle Safe: f<20

Safety property:
input ranges: x=(4,6], y=(1,5]
output: f<20

(4,6) (1,5]
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EFsymbolic interval analysis (FFS X851 BIREILZ 2 MHIGIE [Wang Security2018]



&1 I (backdoor attack)
SYE TN

ol ], (ERE

=5/, —

BT

A

SHRIEIRCA AR A S

- R EAGE:

- [BadNets 2017] £#E#& = (data poisoning): 1£
IZEGEFIINESER, BElIgMENGEl]

. [TrojanNN NDSS2018]: offrhiac, S
ZMtriggertric, RS GRS

i

Modified Samples

... Train

SRS

Label 7

Modified Training Set

Target Label: 4

Trigger: !

Backdoor
Configuration

Backdoored DNN w/o Triggerﬁ —>label 7

a) Training

Soe - FUl 2R RS

(a) clean image (b) backdoored image

(d) clean image (e) backdoored image

(g) clean image (h) backdoored image

.—)- —>Label 4

; (Target Label)
w/ Trigger —) —>Label 4
—« —>label 5

(Correct Labels)

b) Inference



BIR BT JBEE (latent backdoor attack)

—> Celebrity 1
—s Celebrity 2
@ — Celebrity 3 Kis A
Trigger Generated
— Celebrity M = p156k Trigger A\

4

—a — Employee 1

. _ _}. ‘ ' — Employee 2
Trigger __. y'

H g = — Employee N

— Employee 1
— Employee 2
EIRL X.‘ll
— Employee N

Step 1. Adjust Teacher model Step 2. Generate the Step 3. Inject the latent backdoor
to include y, latent backdoor trigger A

S8
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F

Soe - FUl 2R RS

— Employee 1
— Employee 2
L
—> Employee N
' — Celebrity 1
— Celebrity 2
— Celebrity 3
— Celebrity M

Step 4. Remove the trace
of y, from Teacher model

packdoorfRBIETE L*gq-_JL*EE:F %Bﬁo

studentfEiFfe=IBT5 | N T Birirgs, Bl ISWEFTEE.

El JWE RS = a\@ﬁJzI)J FREFEFEKAT

B R

JIZE [Yao CCS2019]: fEteachert&Bidmi@ T ER M triggertE A FI B HREE

ZISEI’.‘JFFIET.@E SFENGI], FEdthntEERl JEteacherfREIPAT N, =
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I&1 IBB1ED (defense of backdoor attacks)

A ! B ! C - — - Decision Boundary
I I
RS Clean I [ ® Label A Input
........................ N ereaaemmmaaaaaaay —8098- 00— ki EHEHIHE-B——
: \ ] Model ' ' Normal A Label B Input
| |

I‘["nf-lininmm A needed to ' Dimension| W Label C Input

E - 0 5 ) ) . B P i
- U’ misclassify all samples into A Adversarial Input
N |
E P T E S
U - P Trigger
: - U S—— A -
T f T Dimension Minimum A needed to
5 ' E A )
1

Infected misclassify all samples into A
S e 5 Model

Normal

B . C

Dimension

Liu RAID2019] SR chy TE B REA/E [Neural Cleanse S&P2019] 5EIEEY,

355/ NBneuronB 4 TEIRS [HES iR B9, F%IUEITE
AR SCBRNEEZHE], N
Relgewmaial J.
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$ThEITIAIEAYIZE (runtime attack)

- {EEE (Bit-flipping) I

L]

- [Rakin ICCV'2019] ResNet18t28In, E4E 131N FRIE]{E
TRENERZR M 70%bE20.1%.,

- ENEEERERT LA FARow-Hammer Attacker5epk,

- BRI B

- [Clements 2018] IBIIFE{GEBIKIZIT, EIRMZEItriggerBIHY (“h"i;?).:zf v
7|‘R‘ QZ X 2& £ /\ N N yellow rows), 1144
LR EPRIE P neurongliEE Row-Hammer Attack (RHA
Synapses uneffected by synapses actively

injected Trojans

effected by Trojans

| Production (untrusted) |

L)
Z eee 7
L

b
."‘.l

[Rakin ICCV2019]

[Clements 2018]
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. HUERZM (Data Confidentiality)
- REIREIE
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REME- SRR EE

1EBY RZEEIE (model inversion attack)
- IEE A AR T REHERT |

HEEPHI—LB2FAREFE [Fredrikson Security2014]

d%%;enotype —
f(X) Medical age height | weight race history | vkorc1 | cyp2c9 | dose
. 'HTrained —> Guidance fx) | 5059 | 17653 | 144.2 | white 42.0 497 | p=0.23
i Clinical ___j Model 50-59 | 176.53 | 144.2 | white 42.0 420 | p=0.75
50-59 | 176.53 | 144.2 | white 42.0 39.2 | p=0.01

Iﬂ‘ Variables

“baseline” means guessing without the model

:[Qai%ﬂ] iﬁ_ﬁ AH’\J %2&1 %_I%\*Dﬁ'ﬁmugg% \ “Ideal” is a classifier trained to predict the genotype
—— R Only 5% lower than ideal prediction
(ZIRIE) , BeILIKRREREE 2 30
(). BHORHNR AEERC. :
@
) Al
1. Input: zg = (X1, ., Xk, ¥), [2 P1....dy 5 20 1 MI, all
. . ,\ : 5 > 7 MI, basic
2. Find the feasible set X C X, i.e., such that Yx € X © % ’
> 2 T~ |
(a) x matches zx on known attributes: for 1 <i<k.x; = x;. E 10 ; Just “basic” dewographics
(b) f evaluates to y as given in zg: f(x) = y. 5 2 \
. é \ 1§ Much higher than baseline guessing
3. If |X| =0, return L. o 0l w1z
4. Return x, that maximizes er}'i:x!:x! [T, <icq Pi(xi) > VKO;CI
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1RBY RRAEIN (cont.)

- WEE T AN ARRBIEE R RE B AR, [Fredrikson CCS2015]
ABREIRRES . WIAARE R, Hidilabel (FIROAZR)

I S E S N abel, FLUAEARIARIER,
ERERIE b AER I HFEE AL

Algorithm 1 Inversion attack for facial recognition models. f C
1: function MI-FACE(label, o, 8, ~, A) / TR ST RS

2: (%) E'1 — flaa(x) + AUXTERM(x)

3: xp +— 0 -

4: fori+— 1...ado - kA B

5. Xi + PROCESS(xi—1 — A - Ve(xi—1)) E*iZI:J:L#{Tﬁ?'E-\F Figure 1: An image recovered using a new model in-
6 if e(x;) > max(e(x;_1), .. .,c(xi_z)) then B&, processﬂ{”‘%gl& v?rs'ion af:tack (left) and a tra.inin'g set image of the
7. break /4= {I’RJ—_E victim (right). The attacker is given only the per-
8: if c(x;) <~ then 1712 son’s name and access to a facial recognition system
9- briaa.k ' that returns a class confidence score.

10: return [arg min, (e(x:)), mink, (e(x:))]

HRBEEC) R/ 1R RAER NSRBI STEE
FEARX BX, [Yeom CSF'2018]
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P RHEBRIZE (membership inference attack)

- WEEHEXNRENEZ BN, XYF—1axERdata record, #l
WMz recordEANEI|ZREHBEER [Shokri S&P2017]

1. BT target model, &EpETF shadow
models, LAKIINZAY training data

2. 3 shadow model BYZEE)|Z— attack

model, FAEFIKTsampleRB1EIEEEET

3. XJFB#x data record, EHETE target

model FRYEIH{E/9 attack model &g\,

e #IErE membership

Attack Training Set

Attack Model

____________________ predict(data) (

' (data record, class label)

_________ 1 1

Target Model ]

Shadow model data 4EE{ 53k
BT RBIEREE
HTFHIEFRITER
ETBIREHESEUE

l Attack Model

data € training set 7
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Z585FA (differential privacy)

ESEFARISTMBRN—TER, BISINERIE i
VERIRaFAZ S,

REHF: HEFEE

Bin. BAEARSERN— P EHATREEMEARY )
RELLH, NABERICEHATENMARIEERA. e

Bi%: BN EAEERBUTNRE: et
1. ¥—HGEED A
2. WNERIFMEEA L, NansLmEIE

3. MNR&ERHLE, WEEHREIZERRE

EASN ANRIZEERENIME, FTLARTLURIFESFA,
B, AEEFWENSRIHEREYLRERGITHRERE
HEARYESCELI,

1 1

p=5pty



EZnRHh-EX

ERWiE: WEERLUE
El[:NECRESPRENES G g NSNS

SRER
Name Has Diabetes (X)
Ross 1
Monica 1
Joey 0
Phoebe 0
Chandler 1

REME- SRR EE

XFER—NEIERE, BEXEARRERR

[

o

BRIRERMEF— N SIEEFEREREAGE, REHSIEEERS
COUNT(, IRESEEEEAaERmAI AL,

EPKE: IEETTLIFEChandlend NZEEERISIERCOUNT,
BT EERINXBIFRAChandler2B B EERRE.

EZRBAAEN : RiRe2— 1N ELE, AR— 1 LAZERE AR
Bfﬁ:m;%’:,a IR SPRENREED, 1D, , ARVEIEIREYES FE&
SO MRBE  pygD,) e 5] < exple) - PrAD:) € 5]
NEZARREe-EDFEFA (e-differential privacy),

QBL%I E% . D1$DDZZ| BARE—FIEEEX5,
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IAPRED BRI X

- Laplacef/l#l HAEE N0, FEA2b Mlaplacesd®s, EfE
HERES:
. ERTMERAY REES:
- A MhREIGRRIILaplacen folIERE
Tell me AT) [}I _ t‘.;l!p[: Ib} 0-2
E Differential - - P 2b '
— o | Privacy 0.1
AT) Interface
Data Table _/'(T)‘l.ap(S(F)/c)V User 1J-m 8 6 4 2 0 2 4 6 8 10
s wRe-ENFEFAMEIFELaplacelfs, HERES
- EELE ORI . ERS(F) BRI A SR
- ERTIEER S
- A A—ERIRETATER e e AP o — \
O S(F) = max \Z f(T1) f{Te))
) gﬁl:l*ﬂ:%” fcF

- 2OBENEIEHSG: e=¢ + 5,
- 2MMBEMEERAS: € = max(ey, €;)



REME- SRR EE

. TS Sk N
§D1j1% 1:%_ 7}39&2:{@’ H I 1Z|K|Z'%$A Algorithm 1 Differentially private SGD (Outline)

|:|,U Inpl)ut: Examples {z1,...,2zx5}, 1955 function ﬁ{ﬂ'} =
& 2, £(0,xi). Parameters: learning rate n:, noise scale

[Abadl CCSZO1 6] _ gEHE ZEE-L f*;ﬂ'u T, 'gr:mllp size L, gradient norm bound '

Initialize fy randomly

SEUFERBED RAARIE. for L € [1] do

Take a random sample L; with sampling probability

- RIBRERE, REXXTEEIMAEERAN L/N T

Compute gradient

: LLXTT%}_‘_LFII%J/W 1% *)L:*EZ_ I]r]*ir_ Fm_‘ each i € L¢, compute g (x;) + Vg, L{0;, x;)
. FIFFZESBEFRAB SN EPEFARA € Clip gradient sty BRI

'

gt(mi) « gi(z:)/ max (1

B EEEESHE SR, ERERNEsE Add noise
& — 1 (T &)+ N(0,0°C°0)) FNINIERS
Descent N
Orp1 — Oy — 118t Eﬁ'ﬁﬁ *E:IE%RQ
Output f7 and compute the overall privacy cost (g,4)
using a privacy accounting method.
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BXFBF>] (federated learning)

I“]E’Ji/%E gD mERNsIRE L, FARFARREARELE.
- BREFEY: Azigs R EESEERN, mALE

slv
-/, \9

— IRTRTIE= =
TR ERREtEELRRA, £ n e
EZ,jJ 7 k=1 nom I X

ZN\
L / \\
- ZLBE (secure aggregation) . |
[Segal CCS2017] i b 42499

= = = =

|

Image from: https://proandroiddev.com/federated-learning-e79e054c33ef
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RS- SRR
[our work]

Z 2 ISFARIEBUER (differentially-private adaptation)

- ERHHER M cloudEBEBedge i S o ﬁ%%
. RIRAYEER — 15,55,

- RBRIF T XS edge BRI TIEN, RITEE #7) data @Customize rC“Smm';d m?’
- EdgeBURIEIEAATRMES, FEELE e f o e g
) %’fljﬁj%fj_ /f
- Edgelf IR THBIERIHE B REIES T st @ ocrioy| O Ter”
Xj-éflg'l«_l_{m IS :J\JJI:ILap|aC€[|7|<)==51%ﬁE§§j\|3%$A Gaussian distribution S
) E—Eﬁ* ETEJZ%EI’J?EL‘H %%E&-I‘J”gﬁ\ii})% Privacy-preserving (3 Featurel L
statistics EM; ‘A
\/ R \ data
O Add noise for differential privacy Edge dewce ‘

(b) Our deployment process



[BZSNMN28 (homomorphic encryption)

REME- SRR EE

- [N 3 joey Cypher A
- IFEEREN L TREIEE .
) homomorphic
- HESIRE: [Rivest1997] 5 Shctrioh Cypher B
- EREEI: [Gentry2009]  (SZIFINEMISEE)
~ homomorphi
- ERS AR 2xCypherA— | " | €
. CryptoNets [DOW'II’\ JMLR2016] homomorphic
» Ay . - . Cypher A + Cypher B scrvpior 8
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Table 2. The performance of CryptoNet for MNIST

Stage Latency Additional latency per each instance in a batch Throughput
Encoding+Encryption | 44.5 seconds (0.138 seconds 24193 per hour
Network application | 250 seconds 0 58982 per hour
Decryption+Decoding 3 seconds 0.012 seconds 274131 per hour
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t=BY7KED (watermarking)
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ALGORITHM 1: Fingerprint embedding for one hidden layer.
INPUT: Pre-trained unmarked DNN (7); Training data

® KeyGen() outputs a key pair (mk, Vk) ({xtrain_ ytrain} | ocation of the target layer (/) with
embedding dimension (N); Code length (v); Resilience
e Mark(M.mk) on input a model M and a marking level (k); Embedding strength (y).
key mk, outputs a model M. OUTPUT: A set of marked DNNs ({7,"..... 7, }); FP keys.
. . . 0 Key Generation:
e Verify(mk,vk,M) on input of the key pair mk, vk & cx-i-Conisiriigh Codabol (T
and a model M, outputs a bit b € {0, 1}. Upxw < Generate_Basis_Matrix (v)

XuxN < Generate_Projection_Matrix (v, N)

e Fingerprint Construction:
Fyxp < Construct_Fingerprints (C,U)

Pr [f(x) - Classify(M,x)] < €, but
xeD\T e Model Fine-tuning: For each user j (j = 1, ..., b), train the DNN

: A xtrain ytrain} with the corresponding FP-specific loss:
Pr [TL(x) # Classu“y(M.x)] <E. i)

L =Ly + y-Mean_Square_Error(fj — Xwj).
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eturn: Marked s ' 7.7 1), FP keys
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[our work]

IEBUBLEIEFSE (similarity detection)
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al{SH{TIALE (trusted execution environment)
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B2 (Al fairness)

TWO Drug POsseSSion Arrests TECHNOLOCY NEWS OCTOBER 10, 2018 / 11:12 AM / 2 YEARS AGO

r - @ Amazon scraps secret Al recruiting tool that
Sl showed bias against women
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LOW RISk 3 HIGH RISK *‘]0 2EHERIEN (Demographic PantY)
Fugett was rated lowrisk after being arrested with cocaine and X:I-:- :;1%TF| ElJ): Iii'— 1% ( ;zu *EIJ }395 |\$73 -J B )
marijuana. He was arrested three times on drug charges after that. /Lx\\ _H’J I£ }"_ Iﬁ@ﬁi I)\ME y '5 )= I‘i D 9:9&
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TR MAYHRIEIZR: (fair representation)

IXFH1F > (adversarial learning)
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minimize maximize B+ v 4 [L( f. q. h. k)] .
. L x.v.alL(f.g )| (1)

with the combined objective expressed as
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1RREFRRIZIREIS (stereotypes in word embedding)
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Chi
ne Beiiing Extreme she  Extreme he
| 1. homemaker 1. maestro
Russias .
2. nurse 2. skipper
Japan¢ Moscon 3. receptionist 3. protege
Tokvo 4. librarian 4. philosopher
Turkey Ankara y v 3
5. socialite 5. captain
6. hairdresser 6. architect
Polandk 7. nanny 7. financier
8. bookkeeper 8. warrior
Germany«
France Warsaw \ N 5 ?
. ~Berlin man — woman = computer programmer — homemaker
Paris
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A Global Pandemic Will Force
These Industry Sectors To Strike
Smart

As the world is gearing up for the
coronavirus pandemic, cities are vowing to
not let the virus move in to prevent the

notrealnews.net
AlSE Bl {BFTIE]
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A Voice Deepfake Was Used
To Scam A CEO Out Of
$243,000

Jesse Damiani Contributor ®
Consumer Tech
I cover the human side of VR/AR, Blockchain, Al, Startups, & Media.
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